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427.1 PURPOSE AND SCOPE

The purpose of this policy isto provide guidance for the capture, storage and use of digital data obtained through the
use of Automated License Plate Reader (ALPR) technology.

427.2 DEFINITIONS

"Automated license plate recognition operator" or "ALPR operator,” means a person that operates an ALPR system.
For RCPD purposes, this refers to personnel operating a vehicle or other item of equipment with ALPR cameras
collecting license plate data.

"Automated license plate recognition end-user" or "ALPR end-user" means a person that accesses or uses an ALPR
system. For RCPD purposes, this refers to personnel accessing data on a retroactive basis that is collected and stored
in a secure cloud storage database that is only accessible by authorized users outlined in this policy.

"Automated License Plate Reader Program Administrator” or "ALPR Administrator" refers to the Investigations
Division Lieutenant who shall be responsible for developing guidelines and procedures to comply with the
requirements of California Civil Code § 1798.90.5 et seq.

427.3 ADMINISTRATION OF ALPR DATA

The ALPR technology, also known as License Plate Recognition (LPR), alows for the automated detection of
license plates. It is used by the Redwood City Police Department to convert data associated with vehicle license
plates for official law enforcement purposes, including identifying stolen or wanted vehicles, stolen license plates
and missing persons. It may also be used to gather information related to active warrants, homeland security, human
trafficking activities, electronic

surveillance, suspect interdiction and stolen property recovery.

All installation and maintenance of ALPR equipment, as well as ALPR data retention and access, shall be managed
by the ALPR Administrator. The ALPR Administrator will assign members under their command to administer the
day-to-day operation of the ALPR equipment and data.
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427.3.1 ALPR ADMINISTRATOR

The ALPR Administrator shall be responsible for developing guidelines and procedures to comply with the
requirements of Civil Code 8§ 1798.90.5 et seq. This includes, but is not limited to (Civil Code § 1798.90.51; Civil
Code § 1798.90.53):

a. A description of the job title or other designation of the members and independent contractors who are
authorized to use or access the ALPR system or to collect ALPR information.

b. Training requirements for authorized users.

c. A description of how the ALPR system will be monitored to ensure the security of the information and
compliance with applicable privacy laws.

d. Proceduresfor system operators to maintain records of access in compliance with Civil Code § 1798.90.52.

e. Working with the Custodian of Records on the retention and destruction of ALPR data.

f. Ensuring this policy and related procedures are conspicuously posted on the department's website.

427.4 OPERATIONS

Use of an ALPR isrestricted to the purposes outlined below. Department members shall not use, or alow others to
use the equipment or database records for any unauthorized purpose (California Civil Code 8§ 1798.90.51 -
1798.90.53):

a. An ALPR shall only be used for officia law enforcement business by any Department member(s) whose job
duties necessitate the use of an ALPR and who have completed Department approved training.

b. An ALPR may be used in conjunction with any routine patrol operation or criminal investigation. Reasonable
suspicion or probable causeis not required before using an ALPR.

c. While an ALPR may be used to canvass license plates around any crime scene, particular consideration
should be given to using ALPR-equipped cars to canvass areas around homicides, shootings and other major
incidents. Partial license plates reported during major crimes should be entered into the ALPR system in an
attempt
to identify suspect vehicles.

d. No member of this department shall operate ALPR equipment or access ALPR data without first completing
Department approved training. (RCPD Policy § 427.8). A list of authorized users is maintained by the
Training Sergeant.

e. No ALPR operator may access department, state or federal data unless otherwise authorized to do so.

f. Officers will verify an ALPR response through the California Law Enforcement Telecommunications System
(CLETYS) before taking enforcement action that is based solely on an ALPR alert.

g. Use of an ALPR will be limited to department members with the following job titles: Police Officer,

Detective, Police Sergeant, Police Lieutenant, Police Captain, Police Chief, Community Service Officer,
Parking Enforcement Officer,
Communications Dispatcher, Communications Supervisor, Police Clerk, Records Supervisor, Court Liaison
Clerk, Police Evidence & Property Clerk, Police Property & Evidence Room Coordinator, and Information
Technology Senior Analyst. Information Technology staff may use an ALPR only for the purpose of
repairing and/or ensuring proper functionality.
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h. The employee using our ALPR system must recognize that the data collected from the ALPR device, and the
content of referenced hotlists, consists of data that may or may not be accurate, despite ongoing efforts to
maximize the currency and accuracy of such data. To the greatest extent possible, vehicle and subject
information will be verified
using separate law enforcement information sources to confirm the vehicle or subject's identity and
justification for contact. Users of ALPR data must, to the fullest extent possible, visually confirm the actua
plate characters generated by the ALPR readers correspond with the digital image of the license plate in
guestion.

i. Members shall not access an ALPR system that retains ALPR information that does not match information on
a hot list for more than 60 days after the date of collection unless the ALPR system is operated by an airport
authority.

427.5 ALPR DATA COLLECTION AND RETENTION

The ALPR Administrator is responsible for ensuring systems and processes are in place for the proper collection and
retention of ALPR data. Data will be transferred from vehicles and fixed ALPR cameras to the designated storage in
accordance with department procedures.

ALPR information that is not on a hot list shall be purged no more than 30 days from the date of collection. ALPR
information being used as criminal evidence will be retained until the criminal matter is resolved and/or in
accordance with other criminal evidentiary retention schedules.

427.6 ACCOUNTABILITY AND SAFEGUARDS

All data will be closely safeguarded and protected by both procedural and technological means. The Redwood City
Police Department will observe the following safeguards regarding access to and use of stored data (California Civil
Code § 1798.90.51 - 1798.90.53):

a. All ALPR data downloaded to the mobile workstation and in storage shall be accessible only through alogin
/password-protected system capable of documenting all access of information by name, date and time, and
license plate number or other data elements used to query the ALPR system, as well as the purpose for
accessing
the information. (Civil Code § 1798.90.52).

b. Members approved to access ALPR data under these guidelines are permitted to access the data for legitimate
law enforcement purposes only, such as when the data relates to a specific criminal investigation or
department-related civil or administrative action.

¢. When accessing the ALPR data, members must enter an associated case or incident number and provide a
short description of the reason for the search. Authorized users must enter a detailed reason for the access
absent an associated case or incident number.

d. ALPR system audits shall be conducted by the ALPR Administrator every 30 days. The audit will review and
assess ALPR end-user searches during the previous 30 days to determine if all searches were in compliance
with this policy. The audit shall also assess whether al ALPR information that does not match information on
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a hot list has been purged no more than 30 days from the date of collection. The audit shall also confirm that
no ALPR information is sold, shared, or transferred to out-of-state or federal agencies without a court order or
warrant issued by a California court.

e. Unauthorized access, including access for other than alegitimate work-related purpose, is prohibited and may
subject a member to administrative action and discipline, up to and including termination.

All data and images gathered by ALPRs are for official use of RCPD. Because such data may contain confidential
information, it is not open to public view.

427.7 RELEASING ALPR DATA

The ALPR data may be shared only with other law enforcement or prosecutorial agencies for official law
enforcement purposes or as otherwise permitted by California state law, using the following procedures:

a. Agency members accessing ALPR data are subject to a pre-approval process by RCPD and the database
management administration, confirming their authority to access the system for official law enforcement
purposes.

b. The agency makes awritten request for the ALPR data that includes:

1. The name of the agency.
2. The name of the person requesting.
3. Theintended purpose of obtaining the information.

c. The approved request is retained on file.

d. RCPD shall maintain a record of the access, which will include the date and time the information is accessed,
the license plate number or other data elements used to query the ALPR system, the username of the person
who accesses the information, and, as applicable, the organization or entity with whom the person is affiliated.

ALPR information shall not be sold, shared, or transferred to out-of-state or federal agencies without a court order or
warrant issued by a California court.

Requests for ALPR data by non-law enforcement or non-prosecutorial agencies will be processed as provided in the
standard Records Release policies.

427.8 TRAINING

The Training Sergeant shall ensure that members receive department-approved training for those authorized to use or
access the ALPR system (Cdlifornia Civil Code § 1798.90.51 - 1798.90.53).

Only Department personnel trained in the use of ALPR technology, including its privacy and civil liberties
protections, shall be allowed accessto ALPR data. Training shall consist of:

a. Legal authorities, developments, and issues involving the use of ALPR data and technology;
b. Current Department policy regarding appropriate use of ALPR technology;
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c. Theevolution of ALPR technology including any new capabilities and associated risks; and
d. Technical, physical, administrative, and procedural measures to protect the security of ALPR data against
unauthorized access or use;

427.9 ANNUAL ALPR REPORTING

The Department will prepare an annual ALPR Report and make it publicly available on the Department's internet
website for as long as the ALPR system is available for use. The department will also have available to the public, a
"Transparency Porta" online, which will include the RCPD's ALPR policy, prohibited uses, the number of vehicles
detected and number of hotlist hits in the last 30 days. The annual ALPR Report will include the following
information:

a. A summary of how the ALPR system was used and the purpose of its use.

b. Report of the network audit, including the number of officers and the number of times the ALPR system was
used.

c. Theresults of any internal audits, any information about violations of the ALPR use policy, and any actions
taken in response.

d. A summary of any complaints or concerns received regarding the use of the ALPR system.

427.10 REVISIONS
Revised Feburary 2026
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